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Virtual Private Network (VPN) Instructions for Staff and Faculty

Note: This documentation assumes that an employee has been approved to have access to VPN.
This approval starts with a Help Desk ticket from a director requesting VPN for a particular
employee.

The VPN system allows you to access secure campus resources such as Ellucian Colleague,
Ellucian Recruit, WebNow, as well as file servers such as LCSC Docs and Alder. You can use
LCSC’s VPN while you are at home or at any other location with Internet bandwidth.

Note: You will not be able to use campus printers and scanners. You cannot connect to the VPN
while on campus.

IT recommends using an LCSC owned computer to access the VPN. While VPN should work on
your own computer, the department cannot provide support for non-college computing devices.

Once you are on a computer with Internet access, open a web browser such as Safari, Chrome or
Firefox and go to LC State VPN access (https://Icscvpn.lcsc.edu/). Each browser will vary slightly,
so it may not match the instructions exactly. You will be prompted to log in. Use the same username
and password as your email (you will not need @Icsc.edu for the username).

If you cannot login, your VPN account may not have been approved by a director, and/or
established in the system. Contact the Help Desk at x2231 for verification that your login has been
established for VPN access.
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Sign in

Email, phone, or Skype

Can't access your account?

Cg Sign-in options

On first login, you will be asked to install the F5 Endpoint Inspector and run a system check. You
will have to download and install it. You will also have to approve F5’s access to your folders.


https://lcscvpn.lcsc.edu/

e Click “Start Inspection” to get started.

Browser needs permission to start endpoint check

p

Select an option to continue.

Start endpoint inspection client components, and allow them to check

Start inspection your computer.

Skip the endpoint inspection. Access may be denied or some

Skip Inspection resources may not be available.
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e You will be presented with this screen. Click “Download” to download the inspection

software.

Endpoint inspection client components required

1. Download and run the installer package.

Download

2. Click here when the installation completes.

Skip Endpoint inspection
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e Once the file “mac_f5epi.pkg” downloads, click on it to launch the install.

Recent Download History

# mac_f5epi.pkg
16.2 MB - Done

Full Download History

e You will be presented with an installation pop-up which will guide you through the installation.

® Install F5 Endpoint Inspector

Welcome to the F5 Endpoint Inspector Installer

Introduction You will be guided through the steps necessary to install this

software.

Continue



You will need to input your admin username and password to allow the file to be installed. If you do
not know or remember your admin account information on your LC State issued machine, contact
the helpdesk at x2231.

ujsamjspfprofile/post/acs

£8 Endpoint Inspection

Install Software

Cancel

¢ Now that the inspection software has been installed, you can use the “Click here” link.

Endpoint inspection client P required

1. Download and run the installer package.

Download

2. Click here whdn the installation completes.

Skip Endpoint inspection
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e A pop-up will appear to open the inspector. Click “Open F5 Endpoint Inspector.”

f5 Waiting  open F5 Endpoint Inspector?

Browser is https://lcscvpn.lcsc.edu wants to open this application.

Always allow Icscvpn.lcsc.edu to open links of this type i...

Cancel Open F5 Endpoint Inspector
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e Afterwards, click the first option — ‘Always allow inspection from this site’.

F5 Endpoint Inspector - Security Warning

i The site https://Icscvpn.lcsc.edu is attempting to inspect your
system's configuration.

This site is not on your trusted site list.

& Always allow inspection from this site

& Allow inspection only for this session

% Do not allow inspection




F5 Endpoint Inspector will determine if your computer’s operating system and antivirus software are
up to date. This verification protects LCSC’s resources once you connect. The inspection process
occurs every time you connect to the VPN.

This step can take a few minutes as it scans your computer.

If the scan produces a failure with an error message, jump down to the “Troubleshooting” section
of this document on the last page.

i

Checking for security
software...

If your computer passes the inspection, then you will be presented with the following screen. Click
on the VPN icon.

Welcome @ Logout

Search Q

Applications and Links v

@ LCSC Intranet @ Office 365 Web Mail @ Office 365 @ Printshop @ Qualtrics

Visual Studio Tm
Serv

Network Access v

@ VPN
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¢ A box will pop up asking you to Install F5 VPN. Click “Download” and the “mac_f5vpn.pkg”
installer will download. After it has downloaded, run the installer.

Network access client components are required.

Recent Download History

) # mac_f5vpn.pkg

1. Download and run the installer. YOI o I mino G

Download

2. Click here when the installation completes.

¢ Once installation has completed, use the “Click here” link to continue. Then hit “Start” on the
following prompt.

Network access client components are required. —
e = Browser needs permission to start VPN

1. Download and run the installer.
Click Start to launch the connection.

Download

Start

2. Click here whdh the installation completes.
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The next time you connect to VPN, you will see a popup like this “Open F5 VPN.”

Open F5 VPN?

https://lcscvpn.lcsc.edu wants to open this application.

Always allow Icscvpn.lcsc.edu to open links of this type i...

Cancel Open F5 VPN

e Once F5 has launched you’ll see a window like this. Wait for the status to change to
connected, you are now connected to LCSC’s VPN and can access your network shared
drives, Colleague, WebNow, etc.

JCommon/VPN - https://lcscvpn.lcsc.edu - F5 VPN

@ Connected | Disconnect
Traffic Type | Sent Compression Received  Compression
Network Access
- Network Tunnel 83.32KB 0% 134.34KB 0%
- Optimized 0B 0% 0B 0%
Applications
Total 83.32KB 0% 134.34 KB 0%

+ Show details



JCommon/VPN - https://lcscvpn.lcsc.edu - F5 VPN

@ Connected Disconnect
Traffic Type | Sent Compression Received Compression
Network Access
- Network Tunnel 83.32KB 0% 134.34KB 0%
- Optimized 0B 0% 0B 0%
Applications
Total 83.32KB 0% 134.34 KB 0%
+ Show details

Network Shared Drives

To access network shared drives, you need to know the exact file pathway. Watch this video for
instructions on accessing the drive.

While connecting to a network shared drive you may be prompted for your credentials. You will
need to type in your full email address and your password to connect.

Enter your name and password for the server
“redwood”.

. Connect As: Guest
© Registered User

Name: | gpcox@lcsc.edd

Password:

Remember this password in my keychain

Troubleshooting

The following screenshots are an example of an error that can be received when trying to use the
VPN. If you receive the error “your session could not be established” then try the following:


https://www.youtube.com/watch?v=xNFd8M3Ti9w

A

Access was denied by the
access policy. This could be
due to missing OS updates or
antivirus updates, missing full
scan within the last two
weeks, or incorrect security
settings. For assistance,
please call the IT Helpdesk at
(208)792-2231.

Click here to continue
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Check for updates

Open Self Service and verify there are no updates available. If on a personal machine, check system preferences
for updates.

Nomacos
Updates Available

Info

Virus Scan

Open Sophos antivirus and run a scan.



] Sophos Endpoint

Admin Login

SOPHOS

° Your computer is protected .

Open Sophos Endpoint...

Copyright © 1993-2019 Sophos Ltd. All rights reserved.

| —

Help | About

Firewall

Open “System Settings” and go to “Network” to ensure your firewall is active.

[ JON ) < Network
Q firewall (<} USB3.0 5K Graphic Docking
® Connected

Gordon Cox
Apple ID Py Wi-Fi

@ Connected

Update Apple ID o
settings . Filters
@ Inactive
& wi-Fi
Ld Bluetooth - F;ir:v:r;ll
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@ Network I



