New State Employee Enterprise Dashboard Registration

. New employees will receive 2 emails once hired in Luma. The first email lets the
employee know that a separate secure email will arrive soon.

State of Idaho Secure Email Notification

ELACTZIERT B
Tue 6/27/2023 10:17 PM

You should receive a separate secure email from the State of Idaho Ci fler's Office onboarding
account.

If you receive a secure email from onboarding@sco.idaho.gov with a subject of “[secure] Official Issue
of State of Idaho StatelD", this is a legitimate email that is issuing a StatelD that you will use as part of
your sign-in credentials during your employment with the State of Idaho. This secure email has an
attachment that starts with SCOEmailMessage which is safe to read.

If you do not receive the secure email, it may have been marked as SPAM or stopped by an email
security process. Please check your SPAM folder. If you do not receive the secure email within 24 hours
of receiving this email, please contact the State Controllers Office ServiceDesk at
servicedesk@sco.idaho.qgov

If the secure email states it has expired when you open it, you can request your StatelD again yourself using the Forgot
your StatelD? link on the SCO Enterprise Dashboard Sign-in page.

SCO Security Team

SCO

P.208-334-3100 Option 1
E. servicedesk .idaho.
W. www.sco.idaho.gov

STATE OF IDAHO
CONTROLLER'S OFFICE
BRANDON D WOOLF

. The second email is the secure email that contains the employee's StatelD. To open,
select the Read Message button within the secure email. This will open in a new browser.

[secure] Official Issue of State of Idaho StatelD

&

This is a secure message

The link to open this message is valid till O7/02/2023 04:17:21 AM UTC

How to open link after expiry
To read this message on deskiop. open the
securedoc_20230627T221719.htmi attachment in a
web browser

e To read this message on a mobile device, forward

this message to mobile@res cisco com 10 receive a
mobile login URL

Need Help?

Contact the sender directly if you are not sure about the vaklidity of this
message

Copyright ® 2011-2022 Cisco Systams. Inc. andior its affilietes. All rights resenmed



In the newly opened browser, select the Acknowledge button and the secure email will
display. Along with the StatelD, this email contains instructions on how to set up an
initial password.

NOTE: If the secure email is not received, check your Junk/Spam folder. If the email is not
there, follow the Forgot my StatelD instructions below.

Luma can be accessed from the Sign-In page, which is accessible from the SIGN IN
button on the SCO website.

STATE OF IDAHO
CONTROLLER'S OFFICE

BRAMDON D WOOLF

SCO

SIGN N TQ...

LUMA

Access Luma for fimesheefs,
employee self-service, Human
Resources, Finance and Supply
Management, Expense
Management, and Reporting.

IPRO - POWERED BY LUMA

Access your supplier profile,

respond to current sourcing

events, view your purchase
orders, contracts, invoices, and

payments

SCO LEGACY APPLICATIONS

Continue to access Security
Access Request forms, Surplus
Property admin, and historical
data in IBIS, SAS, and Online
Reporting

Password Complexity
Minimum length should be at least Fourteen (14) characters

Must contain at least 1 upper case character

Must contain at least 1 number

Must contain at least 1 lower case character

Must not be a palindrome

Must not contain any character more than 4 times consecutively
Must not have 5 consecutive character(s) from username

Must not contain restricted patterns or be the same as previous 24 passwords



Additionally:

Will expire every Sixty (60) days and require change during next Sign-in

Account Lockout occurs after Three (3) invalid sign-in attempts and lasts for 2 hours

Expired Password

Once 60 days has been reached without a password change, the system will automatically
redirect you to change your password when logging on.

1. Enter and verify a password that meets all of the previously-listed requirements,
and click Proceed with registration.

Please set your initial

password for the Enterprise

Dashboard.

Password has expired,

principal name:
@IDAHOIDP.GOV)

New Password

wWerily Password

Proceed with registration

2. Click the link to return to the sign-in page once password has been set successfully.

f}f_‘;ax STATE OF IDAHOD
h | ) CONTROLLER'S OFFICE
C‘-L?“:"_"a’ BRANDON D WOOLF

Your password has been set
successfully.

Click here to retum to the SCO Enterprise Dashboard
Sign-in page.




Forgot your Password or Unlock your Account

State employees have the ability to Reset their Password AND Unlock their Luma accounts
using email confirmation authentication.
**Please contact the SCO ServiceDesk for direct assistance with this process if needed.

1. Select the Forgot your Password? Link.

SCO Enterprise Dashboard Sign-in

StatelD

Forgot your password?

Forgot your StatelD?

2. Anew window/tab opens to the ADSelfService Plus page. Select "Reset Password" or
"Unlock Account” depending on what you need.

=
e Reset Password

Unloclk Aaccount

3. Fill out the Forgot your Password? form:
o Enter your State ID number in the Username field (assigned when you
registered)
o Make sure the domain of IDAHOIDP is listed.
o Type the CAPTCHA characters shown in the box, and select continue.



A Fargat vour paswwned?

|EvAs PO w

c9 ET‘.L{?' s

=3

4. Select the Email Verification choice and Continue. (Duo Security presently only shows for
some employees)

Select one of the option below to prove your identity

This proceas hefps e werfy that if b= indeed vou who b reguesting access
() Duo Security

. Email Verification

5. Select the Email Address you would like the verification code to be sent to. You may select
either your Primary Email address or your Alternate Email addresse from your State
Employment record.

Get a verification code via emall
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6. An email will arrive to the selected email address from noreply@sco.idaho.gov. Copy the
code noted by the red arrow below.
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A request has been submitied 1o reset the passwerd for or unlock yous Enterprise Dashiourd scecunt, To prove your identaty, please enter thia
wardication cod in the pidiword nidstfunkock sitount page: 24153092
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NOTE: If you receive this email WITHOUT having requested any password reset or
account unlock, please notify servicedesk@sco.idaho.gov

7. Paste or type the code into the field provided and press Continue.


mailto:servicedesk@sco.idaho.gov
mailto:noreply@sco.idaho.gov

Verification code has been sent tn-@scn.idahn.gnv

Once you have received the code, Please enter it in the textbox below

Resend Code

8. Ifyou are Resetting your Password, enter and repeat the new passwords. You are shown
visual feedback of your passwords complexity. Once all complexity requirements show
green checkmarks, select Reset Password.

Reset Password

* Neww Prasword

* carfirm New Pagsward

Menimum length should ba ot least 14

Must cenban ot et 1 upper cake characher(s)

Number of numerals to includs 1

Must not be & palindromea

Must nok contain any characher more than £ bimes conseoutreely
Mugt not have 5 consecutive characten s} from wsemame

Must net contemn restricied patterns. List

Must pantain af least 1 lower case characiens)

Cance

9. If successful, you will receive visual confirmation and email confirmation.

Password reset successful for the following account(s)

Back to home

co.daho.gov

Enterprise Dashboard Password Reset Acknowledgement

You have successfully reset your password for the CEEEEEES==. s count.

SCO Security

SCO
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STATE OF IDAHO
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NOTE: If you receive this email WITHOUT having requested any password reset or
account unlock, please notify servicedesk@sco.idaho.gov


mailto:servicedesk@sco.idaho.gov

10. Close browser tab and continue with sign-in. Back to home link will only return you to the
Account Self Service page.

Forgot your StatelD

1. From the Luma Sign in, select the Forgot your StatelD link.

SCO Enterprise Dashboard Sign-in

The username or password is not correct. Please try again.

StatelD

Forgot your password?

Forgot your StatelD?

2. Select the red Forgot your StatelD link.

Please choose one of the following
two options below.

3. Enter either your primary or alternate email address and then select the
Validate button.


https://www.sco.idaho.gov/Pages/Enterprise-Dashboard-Registration-Access-and-Password-Management.aspx

Forgot Your StatelD? Please enter
your registered email address.

Email Address

Forgot your password?

NOTE: If the email does not match, make sure it was entered correctly. If it still does not
match, enter your alternate email that is set up. If there is no alternate email set up, it will
need set up in GHR.

4. If the email matches, then a confirmation message will display. A secure email will be
sent to the employee which will contain the StatelD.

Email Address authorized, and
StatelD Secure Recovery Email sent

If you receive a secure email from onboarding@sco.idaho.gov
with a subject of "[secure] Official StatelD Recovery Email”, this
email is a Legitimate Email that is delivering you the StatelD you
Just requested. The email has an attachment that starts with
SCOEmailMessage which is safe to OPEN.

If you do not receive this secure email, it may have been marked
as SPAM or stopped by an email security process. Please check
your SPAM folder. If you do not receive the secure email within
24 hours of receiving this email, please contact the State
Controllers Office ServiceDesk. Contact info bem‘:w.

Sign-in Instructions

Enter your StatelD and password in the SCO Enterprise Dashboard sign-in page. Select
the Sign in button.



SCO Enterprise Dashboard Sign-in

StatelD

Password

Forgot your password?

Forgot your StatelD?

Employees will then be prompted for a second factor of authentication using DUO Multi-
Factor Authentication and will be taken to the Luma Statewide Homepage.

Read DUO Authentication Guide

Statewide Homepage

The Statewide Homepage is where all employees land after signing in to Luma. From here
employees can access all they need to including Timesheets, Knowledge, Training and more.

Statewide Homepage

rvice and Suppert

Stalewide Policies

SCO App Menu Legacy Apps

Employee Access to Luma is Live!
Luma is livel To support e hei learning of the new Luma system-a series of activilies have been designed to help employees take
their first steps in the new s Please click on the link and begin your Luma journey.

State Employee Webpage

Luma Training

Employee Luma Week 1 Activities
B3 sCO Enterprise Dashboard

My Profile [« Idaho State Global HR Menu O e Inbasket 2z e

For employees who need to access other applications via the SCO Enterpise Dashboard,
select the SCO Enterprise Dashboard link located in the upper right of the Homepage. This
will open the SCO Enterprise Dashboard in a new browser tab.


https://www.sco.idaho.gov/Pages/duo---authentication.aspx

Service Portal: Self-Service and Support

Statewide Policies

SCO Applications Menu Legacy Apps

State Employee Webpage

Luma Training

SCO Enterprise Dashboard

Sign-out Instructions

From the Statewide Homepage, select your name in the upper right hand corner of the
screen to open the User menu. Select the Sign out option.

Apps & Authorizations
Help
About

Sign out ‘h

prtal: Sel-Service and Support

To completely sign out of Luma, you will need to close your browser after getting to this
screen.

% Sign-out Successful

Please close your browser to completely sign out.





